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Preface
To produce a mighty book, you must choose a mighty theme.”
Herman Melville (1851) [1]

With over 20,000 downloads of the first 2 eBooks in this series, “Mannings Guide to
Contract Reviews” and “Mannings Guide to Interruption Insurance”, it was clear that
our Guides are of value to business owners and insurance brokers who were seeking
to understand risk management and what is important when it comes to insurance.
Cyber security is one of those risks that we hear about on the news with this company
being hacked here, customer records being stolen there, while yet another is held
to ransom with their business records frozen till some money is paid. According to a
television episode of 7:30 on ABC TV, it is estimated Australians are losing $7 million
a month to internet fraud[2]. As with a lot of threats, most think: “it will not happen
to me!” It is therefore no surprise that in the past there was little or no effort made
to understand the risk and protect themselves against it with adequate safeguards
backed up by good quality insurance.
The position is changing however. The risk of a cyber-attack is real. The Australian
Privacy Principles (“APP”) 2014 regulatory changes around privacy have only
increased the exposure and penalties for business operating in this country. New
Zealand has similar rules in place, while other countries such as the United Kingdom
and the United States have even more onerous regulations. With all this going on,
it is not surprising that increasingly business, both big and small, have looked to the
insurance industry to protect them from first party losses and third party and statutory
liabilities.
At the time of writing in the third quarter of 2014, we estimate the global premium
income has just topped US$1.3 billion. This is up from $450 million only 4 years
ago. This makes it one of the fastest growing classes of insurance and yet insurers
themselves are struggling to correctly price the risk as the real level of risk while
[1] Moby Dick
[2] Reporter David Lewis, link to episode: http://www.abc.net.au/news/2014-01-20/australianslosing-7-million-a-month-in-internet/5209722
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high is yet to be actuarially calculated to the same level of confidence as the more
traditional forms of insurance such as motor or property. As a result, the coverage
offered by insures differs markedly as done the premium charged by insurers willing
to allow you to transfer the risk from your business to them.
To assist in the understanding of this very real risk, and to explain this relatively new
form of insurance, Steve and I were asked to write a Guide on the subject.
The first of the books in this educational series ran with the tag line: “the slim little
book that could save your business (and your home!)”. These words could equally
apply to a guide on cyber security and insurance, and we now present you with
Mannings Guide to Cyber Security and Insurance we have co-authored, with the tag
line: “Another slim little book that could save your business (and your home!)”
As with our other Guides, we realise that most business owners and managers are
time poor. As such, we have kept this Guide as slim as we dare but at the same time
ensuring that we cover the most important areas in which the subject demands.
As with any book, it just does not happen. We were helped by a great number of
people and we want to express sincere thanks to many of our colleagues at the LMI
Group who have offered valuable comments based on their years of experience,
particularly Max Salveson and Jenny Williams with the review of the policy wording,
Andrew Aisbett, head of LMI IT with the checklists as well as Alison Parks, Carl
Greenhalgh and Sharron Walker. Special thanks to Elle Cody and Felicity Howie who
assisted with the proof reading. We also wish to record our personal thanks to Gloria
Lu of LMI Media for her layout and graphic design work in both the eBook and printed
versions of this Guide. From outside LMI, Andrew Taylor from Chubb Insurance
Company of Australia Ltd and Peter Cummins from Zurich Financial Services
Australia Ltd were very generous with their time and knowledge. Thanks gentlemen.
Valuable assistance was also provided by Victoria University and its College of Law
and Justice in particular. For their help, we are most grateful.
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Lastly, a warning: a Guide such as this should never be solely relied upon for advice.
Matters differ according to their facts, the law around insurance and the policies
themselves undergo constant change. This is nothing compared to the change in
technology and cyber security measures. You should always seek specialist advice
on your insurance needs from an insurance broker, A.I.S Insurance Brokers and your
cyber security measures from an expert in that field.
Either of us would be pleased to receive feedback regarding the relevance, ease
of understanding and usefulness of the material contained in this Guide and any
suggestions for improvement or new topics. You may write via email to Steve.
Manning@LMIGroup.com or Allan.Manning@LMIGroup.com. It is through such
feedback that our Guides continue to grow with each edition.
Steve Manning & Allan Manning
Melbourne, 16 November 2014
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Limitations & Disclaimers This text has been prepared as a guide, and is not
intended to be exhaustive. While the utmost care has been taken in the preparation
of the Guide, it should not be used or relied upon as a substitute for detailed advice
or as a basis for formulating a business decision. The summaries and references
to judicial decisions used in this Guide do not reflect the view or opinion of the
author or publisher as to the correctness or otherwise of any such judicial decision
or pronouncement of law.
The Guide is sold and distributed on the terms and understanding that the author
and publisher are not responsible for the results or outcomes or any actions
taken on the basis of reliance on the material in the Guide, nor for any error in or
omission from the Guide, and the author and publisher expressly disclaim all and
any liability and responsibility to any person including a purchaser or reader of the
Guide in respect of anything and the consequences thereof of whatsoever kind
done or omitted to be done by any such person in reliance upon the contents in full
or in part of the Guide.
The above limitations and disclaimers extend not only to the text in this Guide,
but also to any related information provided in writing or verbally (for example,
responses to queries regarding the information in the Guide). If any provision
of this section headed ‘Limitations & Disclaimers’ is void, avoided, illegal or
unenforceable, the provision is to be read down (and applied as read down) to the
extent necessary to prevent it from being void, avoided, illegal or unenforceable.
However, if that cannot be done, the provision is to be severed and the rest of this
section is to be given full effect with any necessary modifications resulting from the
severance of the provision.

© Mannings of Melbourne Pty Ltd 2002-2014
All Rights Reserved No part of this publication may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including photocopy, scanning,
recording, or any other information storage system, without permission in writing from
the publisher. Requests for permission to reproduce content should be directed to
expert@LMIGroup.com.au or a letter of intent should be faxed to the Permissions
Department on +61 3 9835 9966.
© Commonwealth of Australia 2008
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All legislation is reproduced by permission, but does not purport to be the official or
authorised version. It is subject to Commonwealth of Australia copyright. The
Copyright Act (1968) permits certain reproduction and publication of Commonwealth
Legislation. In particular, Section 182A of the Act enables a complete copy to be
made by or on behalf of a particular person. For reproduction or publication beyond
that permitted by the Act, permission should be sought in writing from the Australian
Government Printing Service. Requests for assistance should be addressed to:
Commonwealth Copyright Administration, Attorney General’s Department, Robert
Garran Offices, National Circuit, Barton, ACT 2600 or posted at www.ag.gov.au/cca.
Printed in Australia – Print version only
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Introduction
“Studies serve for delight, for ornament, and for ability. Their chief use … for
ability, is in the judgment and disposition of business.”
Francis Bacon (1625)[3]

Media headlines regularly have stories of:
• lost or stolen personal information;
• customer records hacked;
• compromised credit card records;
• businesses held to ransom before
systems are unfrozen;

CASE STUDY # 1

• identity theft;
• industrial cyber espionage;

THE IMPORTER/WHOLESALER

• all records lost in a fire, flood,
earthquake or similar event;

The Insured received a phone
bill more than double the monthly
average. The accounts department
thought it just an abnormal month
and paid it. Month 2 - it was double
again. Finance sent out an email to
all staff asking for any reason for the
increase. The replies drifted back
that nothing different was occurring.
Meanwhile the invoice was paid.
Month 3 the invoice was for 100
times the monthly average. It was
only then that they contacted the
telecommunications company and
started a thorough investigation.

• lost laptops, USB keys, or other
media storage devices containing
client information.
From the losses and insurance claims that
we at LMI Group are involved in, the attacks
are not just on computers and laptops but
also made against telecommunications,
tablets, smart phones and mobile devices.
There are different views around the
risk associated with Cloud computing.
Some liken it to an arms race by criminals
attempting to exploit new vulnerabilities.

1

[3] “Of Studies”
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It goes without saying all business is becoming
more dependant on digital technology. The
latest published data showed that Australian
business received on line orders with a value
of over $237 billion. This was up 20% over the
prior period and this will continue to increase
exponentially for some time yet.

It was finally tracked down that the
switchboard had on line access
to it, to allow a contractor to log in
and change extensions, the time
when daylight saving kicked in
and out, etc. The 4 digit password
was left at 0000 and had been
discovered and hacked by an
The risk is real and is increasing. Symantec™ overseas crime syndicate who sold
has established some of the most
or used the service themselves.
comprehensive sources of Internet threat data They were never identified let
in the world through their Symantec Global
alone caught.
Intelligence Network, which is made up of
approximately 69 million attack sensors and
The telecommunications company
records thousands of events per second. This had no sympathy for the breach
network monitors threat activity in over 157
and demanded payment. The
countries and territories.
business had no legal alternative
other than pay the invoice although
Their latest report recorded the following
the telecommunications company
findings in respect of small and medium
did allow an instalment plan to
enterprises (“SMEs”):
assist in paying off the 6 figure
• 30% increase in targeted cyber-attacks sum.
on small businesses in 2013;
• Small Businesses are the path of least resistance for attackers;
• Small businesses were targeted for their customer data, intellectual property
and bank account information;
• In particular, SME’s were used as “watering holes” or loopholes to break down
the security of other businesses;
• Mobile malware rose by 58 per cent;
• One-third of all mobile threats aimed to steal information;
• Ransomware, or the ability to lock a computer and demand a release fee,
3

costs small businesses $5 million a year;
• The number of phishing sites posing as social networking sites jumped by 125
per cent.
We believe this figure is higher as the number not reported is greater than the number
that are.
But the statistic that at first amazed us most was that
most small businesses believed they were immune to
attacks targeted towards them. In fact it was reported
that a staggering 2/3rds are not concerned about cyberthreats, whether external or internal. A clear case of
sticking your head in the sand when you consider that it
is estimated that over $72.5 billion will be spent this year
on cyber security!
While we were initially surprised at this statistic in the Symantec Repot, we realised
that it was not much different to other risks with so many business owners ignoring
obvious risks like business interruption, contract risk and the like. Perhaps that eternal
optimism that ‘she’ll be right mate’ and ‘it will never happen to me’ is ingrained into
those people willing to go into business in the first place.
Having said this, when you sit and think for a minute a lot is at risk if something
goes wrong and on these statistics something just might when it comes to cyber
security. Your taking the time to read this Guide is a good start and you are to be
congratulated.
Already in this introduction we have used terms that you may not be familiar with so
before we go further let us explain some of the more common of them used when
talking about cyber security and insurance and describe some of the common threats
in Part 1.

4

We will then move on:
• to our ten tips to reduce a cyber-attack on a small business or your personal
information (Part 2)
• to review a cyber-risk management checklist (Part 3);
• to explain what you should look for in a good quality cyber insurance policy
(Part 4); and
• to answer the most frequently asked questions on cyber security insurance
and a conclusion (Part 5).
What we have learned from our research into this subject is that the risk is not just
in the hardware and software. Perhaps the biggest risk is people risk. The diagram
below sums up the problem quite well and we would ask you to keep this model in
mind when reviewing your own organisations cyber security.
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Part 1: Terminology and Threats Explained
“I think we invent jargon because it saves times talking to one-another”.
John Maynard Smith (1982) [4]

Arguably the first step in understanding cyber security
is to understand the threats and to do this we need
to learn the meaning of several terms that may be
foreign to us. If you are familiar with the terms and
threats please skip to the next section, if not the
following list, posted in alphabetical order, is a good
place to start to not only learn what the term means
but how cyber-attacks take place.
Please remember that cyber security also includes protection from unplanned events
and natural disasters.
Backdoor: A backdoor in a computer system (or cryptosystem or algorithm) is a
method of bypassing normal authentication, which in turn allows illegal remote access
to a computer, obtaining access to plaintext, and so on, with every effort being made
for the entry point to remain undetected.
Industry experts have intimated that software security holes exploited by hackers
before the vendor is aware of the problem (aka zero-day attacks) may yield huge
sums from governmental agencies. The backdoor may take the form of an installed
program (e.g., Back Orifice) or may subvert the system through a rootkit.
Backdoors can be exploited by other malware, including worms. Examples include
Doomjuice, which can spread using the backdoor opened by Mydoom, and at least
one instance of malware taking advantage of the rootkit and backdoor installed by the
Sony/BMG DRM software utilised by millions of music CDs.
Botnet: A botnet is a collection of Internet-connected programs communicating with
6

[4] 1982, Evolution and the Theory of Games, Cambridge University Press.

other similar programs in order to perform tasks. This can be as harmless as keeping
control of an Internet Relay Chat (“IRC”) site, or it could be used to send spam email
or participate in distributed Denial of Access[5] attacks. The word botnet is a
combination of the words robot and network. The term is usually used with a negative
or malicious connotation.
Bug: See software bug.
Click Fraud: Click fraud occurs on the Internet in pay per
click online advertising when a person, automated script
or computer program imitates a legitimate user of a web
browser clicking on an ad, for the purpose of generating a
charge per click without having actual interest in the target
of the ad’s link. Click fraud is the subject of increasing litigation due to the advertising
networks being a key beneficiary of the fraud.
Cloud Computing: Cloud computing is internetbased computing in which large groups of remote
servers are networked to allow the centralised data
storage, and online access to computer services
or resources. Clouds can be classified as public,
private or hybrid, (a combination of both).
Computer Virus: A computer virus is a type of malware[6] that, when executed,
replicates by inserting copies of itself (possibly modified) into other computer
programs, data files, or the boot sector of a victim’s hard drive. When the replication
succeeds, the affected areas are then said to be “infected”.
Viruses often carry out some type of harmful activity on infected hosts, such as
stealing hard disk space or CPU[7] time, corrupting data, displaying political or
humorous messages on the user’s screen, spamming their contacts, accessing
private information, or logging their keystrokes. However, not all viruses carry a
6

[5] Refer to the separate entry for: “Denial of Access Attack”.
[6] Refer to the separate entry for: “Malware”.
[7] Central Processing Unit
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destructive payload or attempt to hide themselves—the defining characteristic of
viruses is that they are self-replicating computer programs which install themselves
without the user’s consent.
Virus writers use social engineering and exploit detailed
knowledge of the weaknesses present in security to gain
access to their hosts’ computing resources. The vast majority
of viruses (estimated over 95%) target systems running
Microsoft Windows, employing a variety of mechanisms to
infect new hosts, and often using complex anti-detection
strategies to evade antivirus software. Motives for creating viruses can include
committing fraud by seeking profit, industrial espionage, desire to send a political
message, personal amusement, to demonstrate that a vulnerability exists in software,
for sabotage and Denial of Service, or simply because they wish to challenge systems
and educate themselves.
Computer viruses continue to cause billions of dollars’ worth of economic damage
around the world each year, due to causing systems failure, wasting computer
resources, corrupting data, increasing maintenance costs, and the like. In response,
free, open-source anti-virus tools have been developed, and a multi-billion dollar
industry of anti-virus software vendors has arisen, selling virus protection to Windows
users in particular. It is important to understand that no existing anti-virus software
is able to catch all computer viruses as those that come up with the viruses keep
coming up with new ways of doing things. In return, computer security researchers
are actively searching for new ways to enable antivirus solutions to more effectively
detect emerging viruses, before they have already become widely distributed.
Computer Worm: A computer worm is a
standalone malware[8] / computer program
that replicates itself in order to spread to other
computers. Often, it uses a computer network to
spread itself, relying on a security failure on the
[8] Refer to the separate entry for ‘Malware’.
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target computer to gain access to it. Unlike a computer virus, it does not need to
attach itself to an existing program. In most cases, computer worms cause harm to
the network, even if only by consuming bandwidth, whereas viruses almost always
corrupt or modify files on the targeted computer.
Computer Worms can be divided into two broad categories:
• Payload carrying worms: A ‘payload’ is code in the worm designed to do
more than spread the worm—it may delete files on a host system (e.g., the
ExploreZip worm), encrypt files in a cryptoviral extortion attack, or send
documents via e-mail. A very common payload for worms is to install a
backdoor[9] in the infected computer to allow the creation of a “zombie”
computer under control of the worm author. Networks of such machines are
often referred to as botnets and are very commonly used by spam senders
for sending junk email or to cloak their website’s real address.Spammers are
therefore thought to be a source of funding for the creation of such payload
carrying worms, and the worm writers have been caught selling lists of IP
addresses of infected machines. Others try to blackmail companies with
threatened system attacks.
• Payload free worms: These are computer worms designed only to spread,
and do not attempt to change the systems they pass through. However, as
the Morris worm and Mydoom showed, even these ‘payload free’ worms
can cause major disruption by increasing network traffic and creating other
unintended effects.
Cookie: A cookie, also known as an HTTP[10] cookie, web cookie, or browser cookie,
is a small piece of data sent from a website and stored in a user’s web browser while
the user is browsing that website. Every time the user loads the website, the browser
sends the cookie back to the server to notify the website of the user’s previous
activity. Cookies were designed to be a reliable mechanism for websites to remember
useful information, such as items in a shopping cart. Another use is to record the
user’s browsing activity, including logging in, clicking particular buttons, or recording
which pages were visited by the user over time.
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[9] Refer to the separate entry for an explanation of the term ‘Backdoor’.
[10] Hypertext Transfer Protocol (“HTTP”) is the foundation of data communication for the World
Wide Web.

Although cookies, by definition, do not carry computer viruses, and cannot install
malware on the host computer, tracking cookies and especially third-party tracking
cookies are commonly used as ways to compile long-term records of individuals’
browsing histories—a potential privacy concern that prompted law makers in Europe
and the U.S.to take action in 2011.
Cookies can also store passwords and using the content a user has previously
entered, such as a credit card number or a web
address. When a user accesses a website with a
cookie function for the first time, a cookie is sent from
server to the browser and stored with the browser in
the local computer. Later when that user goes back to
the same website, the website will recognise the user
because of the stored cookie with the user’s information.
Other kinds of cookies perform essential functions in the web. Authentication cookies
are the most common method used by web servers to know whether the user is
logged in or not, and which account they are logged in through. Without such a
mechanism, the site would not know whether to allow access to it, or require the user
to authenticate themselves by logging in. The security of an authentication cookie
generally depends on the security of the issuing website and the user’s web browser,
and on whether the cookie data is encrypted. Security vulnerabilities may allow a
cookie’s data to be read by a hacker, used to gain access to user data, or used to
gain access with the user’s credentials to the website to which the cookie belongs.
See the entry on cross-site request forgery for more information on ‘cookies’.
Copyright Infringement: This is the use of works protected by copyright law
without permission. Anything written is subject to copyright and does not require to
be registered to be deemed copyright material. It includes words, music, and other
forms of art. The copyright holder is typically the work’s creator, or a publisher or other
business to whom copyright has been assigned. The rise of the internet has increased
the ease for others to steal the works of others and the loss of the intellection property
of a company is real.
9

In a recent case, an Australian based general insurance broker had his entire
website copied word for word by an insurance broker in Canada. Being in a different
jurisdiction made it difficult for the Australian company to have the matter resolved
but the copying was so complete that it created a breach of the Australian Financial
Services Act and the appropriate Australian regulatory authority intervened and had
the Canadian site taken down.
A breach of copyright can lead to legal action being taken. This can be an exclusion
under some Management Liability and or Cyber Insurance policies.
Cross-Site Request Forgery: This is also known as a ‘one-click attack’ or ‘session
riding’ and abbreviated as CSRF (pronounced sea-surf) or XSRF. It is a form of
malicious exploitation of a website whereby unauthorised commands are transmitted
from a user that the website trusts. Unlike cross-site scripting (XSS), which exploits
the trust a user has for a particular site, CSRF exploits the trust that a site has in a
user’s browser.
Cross-site scripting: Refer Phishing – website forgery below.
Data Mining: means the process used by companies to turn raw data into useful
information. By using software to look for patterns in large batches of data,
businesses can learn more about their customers and develop more effective
marketing strategies as well as increase sales and decrease costs. Data mining
depends on effective data collection and warehousing as well as computer
processing.
Denial of Access Attack: This is sometimes called a Distributed Denial of Service
(“DDoS”) or Denial of Service (“DoS”) attack. It is an attempt to make a computer or
network resource unavailable to its intended users. Although the means to carry this
out, the motives for, and the targets of a Denial of Service attack may vary, it generally
consists of efforts to temporarily or permanently interrupt or suspend services of a
host connected to the Internet. For the sake of completeness, Distributed Denial
of Service attacks are sent by two or more persons, or bots. (See botnet) Denial of
10

Service (attacks are sent by one person or system).
Perpetrators of these types of attacks typically target
sites or services hosted on high-profile web servers
such as banks, credit card payment gateways, and
even root name servers. Having said this, Denial of
Service threats are also common in business, and
are sometimes responsible for website attacks. Our own LMI PolicyComparison[11]
website has been subjected to denial of access attacks on two occasions in its 10+
year history.
One common method of attack involves saturating the target machine with external
communications requests, so much so that it cannot respond to legitimate traffic, or
responds so slowly as to be rendered essentially unavailable. Such attacks usually
lead to a server overload. In general terms, Denial of Service attacks are implemented
by either forcing the targeted computer(s) to reset, or consuming its resources so that
it can no longer provide its intended service or obstructing the communication media
between the intended users and the victim so that they can no longer communicate
adequately.
Denial of Service attacks are considered violations of the Internet Architecture Board’s
Internet proper use policy, and also violate the acceptable use policies of virtually all
Internet service providers. They also constitute violations of the laws of most nations.
Dialler: A dialler is an electronic device that is connected to a telephone line to
monitor the dialled numbers and alter them to seamlessly provide services that
otherwise require lengthy access codes to be dialled. A dialler automatically inserts
and modifies the numbers depending on the time of day, country or area code dialled,
allowing the user to subscribe to the service providers who offer the best rates. For
example, a dialler could be programmed to use one service provider for international
calls and another for cellular calls. This process is known as prefix insertion or least
cost routing.
Another type of dialler is a computer program which creates a connection to the
[11] www.PolicyComparison.com
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Internet or another computer network over the analog telephone or Integrated
Services Digital Network (ISDN) network. Many operating systems already contain
such a program for connections through the Point-to-Point Protocol (PPP).
Many internet service providers offer installation CDs to simplify the process of setting
up a proper Internet connection. They either create an entry in the OS’s dialler or
install a separate dialler (as the AOL software does).
In recent years, the term “dialler” often refers specifically to diallers that connect
without the user’s full knowledge as to cost, with the creator of the dialler intending
to commit fraud. For example, as diallers are necessary to connect to the internet
(at least for non-broadband connections), some diallers are designed to connect to
premium-rate numbers. The providers of this sort of dialler often searches for security
holes in the operating system installed on the user’s computer and uses any they find
to set the computer up to dial up through their number, so as to make money from the
calls.
Alternatively, some diallers inform the user what it is that they are doing, with the
promise of special content, accessible only via the special number. Examples of this
content include software for download, (usually illegal) trojans[12] posing as MP3s,
trojans posing as pornography, or ‘underground’ programs such as cracks and
keygens[13].
The cost of setting up such a service is relatively low, amounting to a few thousand
dollars for telecommunications equipment, whereupon the unscrupulous operator will
typically take 90% of the cost of a premium rate call, with very few overheads of their
own.
Users with DSL[14] s (or similar broadband connections) are usually not affected. A
dialler can be downloaded and installed, but dialling in is not possible as there are
no regular phone numbers in the DSL network and users will not typically have their
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[12] Refer to the separate entry for ‘Trogan’
[13] Refer to the separate entry for ‘Keygen’
[14] Digital Subscriber Line

dial-up modem, if any, connected to a phone line. However, if an ISDN[15] adapter or
additional analog modem is installed, the dialler might still be able to get a connection.
Malicious diallers can be identified by the following
characteristics:
• A download popup opens when opening a
website.
• On the website there is a hint, if any, about
the price;
• The download starts even if the cancel button has been clicked;
• The dialler installs as default connection without any notice;
• The dialler creates unwanted connections by itself and without user
interaction;
• The dialler does not show any notice about the price (only few do) before
dialling in;
• The high price of the connection is not being shown while connected;
• The dialler cannot be uninstalled, or only with serious effort.
Digital Assets: means electronic data, software, audio files and image files stored in
the Insured’s computer system. Digital Assets does not include accounts, bills,
evidence of debts, money, valuable paper, records, abstracts, deeds, manuscripts or
other documents unless converted to electronic data and then only in that form.
Email spoofing: This is the creation of an email message with a forged sender
address - something which is simple to do because the core protocols do no
authentication. Spam and phishing emails typically use such spoofing to mislead the
recipient about the origin of the message.
As at 2013, 60% of consumer mailboxes worldwide use Domain-based Message
[15] Refer to the separate entry for ‘ISDN’
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Authentication Reporting and Conformance
(“DMARC”) to protect themselves against direct
domain spoofing and only 8.6% of emails have
no form of domain authentication. DMARC is
a method of email authentication, which is a
way to mitigate email abuse. It expands on
two existing mechanisms, the well-known Sender Policy Framework (“SPF”) and
DomainKeys Identified Mail (“DKIM”), coordinating their results on the alignment
of the domain in the “From”: header field, which is often visible to end users. The
software allows the creation of specific policies, which is how to handle incoming mail
based on the combined results, and to ask for reports.
Eavesdropping: Eavesdropping is the act of secretly listening to a private
conversation, typically between hosts on a network. For instance, programs such as
Carnivore and NarusInsight have been used by the United States Federal Bureau to
eavesdrop on the systems of internet service providers. Computers that operate as a
closed system, that is with no contact to a network or the web can be eavesdropped
upon by monitoring the faint electro-magnetic transmissions generated by the
hardware.
Exploits: An exploit is a piece of software, a block of data, or sequence of commands
that takes advantage of a “software bug”[16] or “glitch”[17] in order to cause unintended
or unanticipated behaviour to occur on computer software, hardware, or something
computerised. This frequently includes such things as gaining control of a computer
system or allowing privilege escalation or a denial of access attack[18]. The term
“exploit” generally refers to small programs designed to take advantage of a software
flaw that has been discovered. The code from the exploit program is frequently
reused in Trojan horses15 and computer viruses. In some cases, a vulnerability can
lie in certain programs’ processing of a specific file type, such as a non-executable
media file. Some security web sites maintain lists of currently known unpatched
vulnerabilities found in common programs.
[16] Refer to the separate entry for ‘Software Bug’.
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[17] Refer to the separate entry for ‘Glitch’
[18] Refer to the separate entry for ‘Denial of Access Attack’
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False Light: means the intrusion into the personal life of another, without
authorisation or just cause, which causes damage to a person’s personal feelings or
dignity and can give the person whose privacy has been invaded a right to bring a
lawsuit for damages against those responsible
Glitch: A glitch is a short-lived fault in a system. It is often used to describe a transient
fault that corrects itself, and is therefore difficult to troubleshoot.
Indirect Attack: An indirect attack is an attack launched
by a third-party computer. By using someone else’s
computer to launch an attack, it becomes far more difficult
to track down the actual attacker.
Keygen: A key generator (“keygen”) is a computer program that generates a product
licensing key, such as a serial number, necessary to activate for use a software
application. Keygens may be legitimately distributed by software manufacturers for
licensing software in commercial environments where software has been licensed in
bulk for an entire site or enterprise.
It can, however, be distributed illegitimately in circumstances of copyright infringement
or software piracy. Illegitimate key generators are typically distributed by software
crackers in the warez[19] scene and demoscene[20], where keygens are often
accompanied with chiptunes[21] and artistic visual representations.
Keylogger: Keystroke logging, often referred to as keylogging or keyboard capturing,
is the recording (or logging) of the individual keys struck on a keyboard, typically in a
covert manner so that the person using the keyboard is unaware that their actions are
being monitored. It also has legitimate uses in studies of human-computer interaction.
There are numerous keylogging methods, ranging from hardware and software-based
[19] Software that has been illegally copied and made available.
[20] The demoscene is a computer art subculture that specialises in producing demonstration
that is audio-visual presentations that run in real-time on a computer. The main goal of the
demonstration is to show off the programming, artistic, or musical skill of the provider.
[21] Synthesized electronic music produced by the sound chips of vintage computers, video game
consoles, arcade machines, and the like.
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systems to acoustic analysis.
If the person monitoring the keyboard knows what
keys are being hit and when they can determine
what websites are being visited and potentially
collect passwords, bank details and other sensitive
information.

Malware: ‘Malware’ is a general term used to refer
to a variety of forms of hostile or intrusive software.
The word is short for malicious software, which
in turn is software used to disrupt a computer
operation, gather sensitive information, or gain
access to private computer systems. It can appear
in the form of code, scripts, active content, and other
software.
Malware includes computer viruses, ransomware, worms, trojan horses, rootkits,
keyloggers, diallers, spyware, adware, malicious browser help objectives (“BHOs”),
rogue security software, and other malicious programs [22]. The majority of active
malware threats are usually worms or trojans rather than viruses. Please note we
explain these terms in this section of this Guide.
Malware is different from defective software, which is a legitimate software which
contains harmful bugs that were not corrected before release. Some malware,
however, is disguised as genuine software, and may come from an official company
website in the form of a useful or attractive program which has the harmful malware
embedded in it along with additional tracking software that gathers marketing
statistics.
Software such as anti-virus, anti-malware, and firewalls are relied upon by users at
home, small and large to safeguard against malware attacks. These defence systems
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[22] Each term has its own entry in this Guide.

help identify and prevent the further spread of malware in the network.
As of 2012 approximately 60 to 70 percent of all active malware used some kind of
click fraud[23] to monetise their activity.
Phishing: is the fraudulent practice of sending emails purporting
to be from reputable organisations in order to induce individuals
to reveal personal information, such as passwords, bank account
details, credit card numbers, and the like online.
A common method is for an email or instant message[24] to be
received by the potential victim. Communications purporting to be
from popular social web sites, auction sites, banks, credit card companies, online
payment processors, or IT administrators are commonly used to lure the unsuspecting
public. Phishing emails may contain links to websites that are infected with malware.
(Refer above)
Phishing is an example of social engineering techniques used to deceive users, and
exploits the poor usability of security on the web. Ways that are being used to address
the growing number of reported phishing incidents include legislation, user training,
public awareness, and technical security measures.
Specific types of phishing include:
• Clone phishing: A type of phishing attack whereby a legitimate, and
previously delivered, email containing an attachment or link has had its content
and recipient address(es) taken and used to create an almost identical or
cloned email. This original attachment or Link within the email is replaced with
a malicious version and then sent from an email address spoofed to appear to
come from the original sender. It may claim to be a resend of the original or an
updated version to the original. This technique could be sent from a previously
infected computer and gain a foothold on another computer, by exploiting
[23] Refer to the explanation of this term in this section of the Guide.
[24] A type of online chat which offers real-time text transmission over the Internet. More
advanced instant messaging can add file transfer, clickable hyperlinks, Voice over IP, or video
chat.
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the social trust associated with the purported connection due to both parties
receiving the original email.
• Evil twins: This is a phishing technique that is difficult to detect. The phisher
creates a fake wireless network that looks similar to a legitimate public network
that may be found in a public place such as an airport, hotel or coffee shop.
Whenever someone logs on to the bogus network, fraudsters do their best to
capture the intended victim’s password and/or credit card information.
• Filter evasion: Phishers are using images instead of text to make it harder for
anti-phishing filters to detect text commonly used in phishing emails. As a
result more sophisticated anti-phishing filters that are able to recover hidden
text in images have been developed and continue to be refined. These filters
use optical character recognition (“OCR”) to optically scan the image and filter
it. High end anti-phishing filters include intelligent word recognition (“IWR”),
which while not meant to completely replace OCR, can detect cursive, handwritten, rotated and inverted text, as well as distorted text, such as being
stretched or narrowed as well as text on coloured backgrounds.
• Link manipulation: Most techniques of phishing use some form of technical
deception designed to make a link in an email (and the spoofed/faked website
it leads to) appear to belong to the spoofed organization. Misspelled Uniform
Resource Locators (“URLs”) or the use of subdomains are common tricks
used by phishers. For example: If your banks normal URL was http://www.
bank.com, the person sending the fake or spoofed one may show the URL as
http://www.bank.specialoffer.com/. This fake URL may be close enough to fool
people into believing it to be authentic.
Another common trick is to make the displayed text for a link (the text between the
<A> tags) suggest a reliable destination,
when the link actually goes to the phishers’
site. For example the link, http://www.bank.
com/invitation appears to direct the user to
an invitation from the bank. Clicking on a
manipulated link like this will in fact take the
user where the faker wants them to go. In
the lower left hand corner of most browsers,
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users can preview and verify where the link is going to take them.
A further problem with URLs has been found in the handling of Internationalized
domain names (“IDN”) in web browsers, that might allow visually identical web
addresses to lead to different, possibly malicious, websites. Despite the publicity
surrounding the flaw, known as IDN spoofing or homograph attack phishers have
taken advantage of a similar weakness, using open URL redirectors on the websites
of trusted organisations to disguise malicious URLs with a trusted domain. Even
digital certificates do not solve this problem because it is quite possible for a phisher
to purchase a valid certificate and subsequently change content to spoof a genuine
website.
• Phone phishing: Not all phishing attacks require a false web address. For
example, a phone, or text message may claim to be from a bank and instruct
users to dial a certain phone number regarding abnormalities with their bank or
credit card account. Once the phone number, which is owned by the phisher,
and provided by a Voice over IP[25] service was dialled, prompts told users to
enter their account numbers and PIN. Vishing (voice phishing)
Sometimes uses fake caller-ID data that appears on the incoming call to the
victim to give the appearance that calls come from a trusted organization
• Spear phishing Phishing attempts directed at specific individuals or
companies have been termed spear phishing. Attackers may gather personal
information about their target to increase their probability of success.
• Tabnabbing: The method of deception here takes advantage of tabbed
browsing, which uses multiple open tabs, that users use and silently redirects
a user to the affected site. This technique operates in reverse to most phishing
techniques in that it does not directly take you to the fraudulent site, but
instead the phisher loads their fake page in one of your open tabs.
• Website forgery: Assuming a victim visits a phishing website, the deception
and or attack is not necessarily finished. Some phishing scams use JavaScript
(a programing language designed to work with HTML[26]) to improve and
[25] Voice over Internet Provider sometimes referred to as VOIP.
[26] Hyper-Text Mark-up language, which provides a standardized system for tagging text files to
achieve font, colour, graphic, and hyperlink effects on World Wide Web pages.
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enhance a web page’s commands
in order to alter the address bar.
This is done either by placing a
picture of a legitimate URL[27] over
the address bar, or by closing the
original bar and opening up a new
one with the legitimate URL.

CASE STUDY # 2

PHONE CALL TO ALLAN

As I was working back late Easter
Thursday doing some research for this
An attacker may use flaws in
book, I received a phone call on my
a trusted website’s own scripts
direct work phone number to say that I
against the victim. These types
had won $990 of travel as my name had
of attacks are known as “crossbeen picked out from a recent QANTAS
site scripting” are particularly
flight. This was an automated call and
problematic, as they direct the
I was asked to press 1 to continue. A
user to sign in at their bank or
person with a strong accent came on
service’s own web page, where
the line and said much the same and
everything from the web address
then asked if I had a personal credit
to the security certificates appears, card. I said I did and I was then put on
all intents and purposes, correct. In hold again. Clearly this was not Qantas
reality, the link to the website is
and so I immediately hung up.
designed to carry out the attack,
making it very difficult to spot
5 minutes later I received exactly the
without specialist knowledge. It was same call and as I got put through to the
this type of flaw that was used in
real person, I asked for their name and
2006 against PayPal.
telephone number and this time they
To avoid anti-phishing techniques
that scan websites for phishingrelated text, phishers have begun
to use flash-based websites (a
technique known as phlashing).
These look much like the real
website, but hide the text in a
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[27] Uniform Resource Locators

hung up on me.
I rang QANTAS to advise them of the
scam being conducted under their name
and the person answered advised that
all staff had received an email that day
on the scam.

multimedia object.
As Steve and I are working on this Guide I
sensed this was phone call was a scam
from the moment the call came in with an
automated voice. I continued on the call to
learn how the scam would be played out.
I would have thought QANTAS should
have sent an email or SMS to all their
clients, particularly frequent flyers whose
contact details on file to advise them of
the threat. Each company has to make
their own call on this with consideration to
• Whaling Several recent phishing their brand and their social responsibility.
QANTAS did report it to the Australian
attacks have been directed
specifically at senior executives Competition and Consumer Commission’s
and other high profile targets
ScamWatch (http://www.scamwatch.gov.
within businesses, and the term au).
whaling has been coined for
these kinds of attacks
For my part, I posted an entry on my blog
www.allanmanning.com to warn my staff
Ransomware: this is a subset of
and readers of the scam (http://www.
malware which restricts access to the
allanmanning.com/beware-another-scam).
computer system that it infects, and
demands a ransom paid to the creator
While not technically web
forgery, another attack technique
involving websites is to forward
the client to a bank’s legitimate
website, then place a popup
window requesting credentials
on top of the page in a way that
makes many users think the
bank is requesting this sensitive
information.

of the malware in order for the restriction to be removed. Some forms of ransomware
encrypt files on the system’s hard drive (cryptoviral extortion), while some may simply
lock the system and display messages intended to coax the user into paying.
While initially believed to have started in Russia, ransomware scams are now quite
wide spread with SME’s a common a common target. In June 2013, the security
software vendor McAfee released data showing that it had collected over 250,000
unique samples of ransomware in the first quarter of 2013 - more than double the
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number it had obtained in the first quarter of 2012[28].
Ransomware usually propagates as a trojan like a conventional computer worm,
entering the intended victim’s computer system through, for example, a downloaded
file or a vulnerability in a network service. The program will then run a routine/
script such as one that will begin to encrypt personal files on the hard drive. The
malware author is the only party that knows the needed private decryption key. Some
ransomware payloads do not use encryption. In these cases, the benefit to the person
installing the ransomware is simply an application designed to restrict interaction with
the system, typically by setting the Windows Shell to itself, or modifying the master
boot record and/or partition table (which prevents the operating system from booting
at all until it is repaired).
Ransomware attacks utilize elements of scareware to
extort money from the system’s user. The ransomware
may, for example, display notices purportedly issued by
companies or law enforcement agencies which falsely
claim that the system had been used for illegal activities,
or contains illegal content such as pornography and
pirated software or media. Some ransomware software
imitate Windows XP’s product activation notices, falsely
claiming that their computer’s Windows installation is counterfeit or requires reactivation. These tactics coax the user into paying the malware’s author to remove the
ransomware, either by supplying a program which can decrypt the files, or by sending
an unlock code that undoes the changes the payload has made. These payments are
often delivered using either a wire transfer, premium-rate text messages, through an
online payment voucher service such as Ukash or Paysafecard, or most recently, the
digital currency Bitcoin.
Rootkit: A rootkit is a stealthy type of software, typically malicious, designed to hide
the existence of certain processes or programs from normal methods of detection and
[28] 2013, “Update: McAfee: Cyber criminals using Android malware and ransomware the most”.
InfoWorld.
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enable continued privileged access to a computer. The term rootkit is a concatenation
of “root” (the traditional name of the privileged account on Unix operating systems)
and the word “kit” (which refers to the software components that implement the tool).
Software Bug: A software bug is an error, flaw, failure, or fault in a computer program
or system that causes it to produce an incorrect or unexpected result, or to behave in
unintended ways such as allowing easy unauthorised access.
Most bugs arise from mistakes and errors made by people in either a program’s
source code or its design, or in frameworks and operating systems used by such
programs.
A few are caused by compilers producing incorrect
code. A program that contains a large number of bugs,
and/or bugs that seriously interfere with its functionality,
is said to be buggy. Reports detailing bugs in a program
are commonly known as bug reports, defect reports,
fault reports, problem reports, trouble reports, change
requests, and so forth.
At the time of writing this book a warning was sent out regarding one such virus,
known as the HeartBleed bug. The official reference to this bug is CVE-2014-0160.
It is a particularly nasty virus as bugs in single software or a library come and go
and are fixed by new versions. However this particular bug had left a large number
of private keys and other secrets exposed to the Internet. Considering the long
exposure, ease of exploitation and attacks leaving no trace this bug was taken
extremely seriously by the information technology/systems community.
Spam: unsolicited and unwanted email.
Spyware: This is software that aids in the gathering of
information about a person or organisation without their
knowledge. It is often designed to send the gathered
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information to another party without the consumer’s consent,
or it takes control of a computer without the consumer’s
knowledge.
“Spyware” is mostly classified into four types: system monitors,
Trojans, adware, and tracking cookies[29].
Spyware is mostly used for tracking and storing internet users’
movements on the web; and or serving up pop-up ads to internet users.
Whenever spyware is used for malicious purposes, its presence is typically hidden
from the user and can be difficult to detect. Some spyware, such as keyloggers[30] ,
may be installed by the owner of a shared, corporate, or public computer intentionally
in order to monitor users.
While the term spyware suggests software that monitors a user’s computing, the
functions of spyware can extend beyond simple monitoring. Spyware can collect
almost any type of data, including personal information such as Internet surfing
habits, user logins, and bank or credit account information. Spyware can also interfere
with user control of a computer by installing additional software or redirecting Web
browsers. Some spyware can change computer settings, which can result in slow
Internet connection speeds, un-authorised changes in browser settings, or changes to
software settings. Spyware is sometimes included along with genuine software, and
may come from a malicious website.
Running anti-spyware software has become a widely
recognised element of computer security practices for
computers, especially those running Microsoft Windows. A
number of jurisdictions have passed anti-spyware laws, which
usually target any software that is surreptitiously installed to
control a user’s computer.
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[29] Each of these terms in turn is explained in a separate entry in this Part of the Guide.
[30] Refer to the separate entry for keyblogger.

To counter the emergence of spyware, a whole industry has developed dealing in
anti-spyware software.
System Monitoring: In systems engineering, a system monitor (“SM”) is a process
which enables someone, to collect and display real-time performance data for a local
computer or remote computers according to criteria that you define. System Monitors
can also display data that is collected in counter logs.
Tracking Cookie: Refer Cookie.
Trojan: Trojan horse, or Trojan, in computing is a non-self-replicating type of
malware[31] program containing malicious code that, when run, carries out actions
coded within the Trojan, typically causing loss or theft of data, and possible system
harm. The term is derived from the story of the wooden horse used to trick defenders
of Troy into taking concealed warriors into their city in ancient Anatolia, because
computer Trojans often employ a form of social engineering, presenting themselves
as routine, useful, or interesting in order to persuade victims to install them on their
computers.
A Trojan often acts as a backdoor[32] , contacting a
controller which can then have unauthorized access to
the affected computer. The Trojan and backdoors are
not themselves easily detectable, but if they carry out
significant computing or communications activity may
cause the computer to run noticeably slowly. Malicious programs are classified as
Trojans if they do not attempt to inject themselves into other files (computer virus)
or otherwise propagate themselves like a worm[33]. A computer may host a Trojan
via a malicious program a user is duped into executing (often an e-mail attachment
disguised to be unsuspicious, e.g., a routine form to be filled in) or by a drive-by
download.
[31] Refer to the separate entry for Malware
[32] Refer to the separate entry for ‘Backdoor’
[33] Refer to the separate entry for ‘Computer Worm’
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USB: universal serial bus
Virus: See Computer Virus.
Worm: See Computer worm.

Conclusion
The Australian Competition and Consumer Commission have a website that provides
warnings and advice on scams using Phishing and other scams covered in this Part
of the Guide on their website http://www.scamwatch.gov.au/. This is a great initiative
but we are not sure how well it is known about.

The Australian Government has also launched the Australian Cybercrime Online
Reporting Network (“ACORN”), which is a secure reporting and referral service for
cybercrime and online incidents that may be in breach of Australian law.
Certain reports will be directed to Australian law enforcement and government
agencies for further investigation.
The Federal Government should be congratulated for this important initiative which
will hopefully gather better statistics on this form of crime and also start tracking
down some of the perpetrators. We are certain this type of crime is costing Australian
business and the economy a lot more than people realise. To visit the ACORN site the
URL is http://www.acorn.gov.au/
The New Zealand Government’s, Consumer Affairs Department run a similar excellent
site, at http://www.scamwatch.govt.nz.

As we are trying to keep this Guide short and sweet, we have not attempted to
cover every term but reading through the list certainly gives the reader a fair idea
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of the level of sophistication of the threats and reinforces the need for you and your
businesses to take reasonable risk management measures and to seriously discuss
Cyber Insurance protection with your insurance broker, A.I.S Insurance Brokers.
One thing to keep in mind. Today there is a lot less cash in society. If a thief commits
a hold up, he or she will typically get little cash for their trouble, the penalties are likely
to be high and with CCTV and modern policing techniques, the chances of being
caught are high. Compare this to cyber-crime. The amount people are stealing is
significant, the chances of getting caught are small and even if you are, the penalties
are not commensurate with the risk or the potential gains as they are treated as nonviolent[34] . On top of this a good hacker may pick up a good, high paying job with a
software security company. Where is the greater risk for you and your business?

Part 2: Mannings 10 internet safety tips that will
reduce the risk of your digital life being hacked
This Part of our Guide deals with the risk that we all have with our own personal data
and how to reduce that risk with some common sense strategies. It is equally useful
for small and micro businesses with only one or perhaps two people. The message
here is that if you’ve been laid back about your online habits, now might be a great
time to change your ways.
Here are some tips to help prevent your digital life, or private information about your
business or its clients, from being stolen, whether it be a password breach or an
internet-wide vulnerability.
Strong Password: Make sure you’ve got a super strong,
unique password. In other words, ensure that your
password is difficult to guess. Do not use your birthday,
company name, children’s names, dog’s name or the like.
Even reversing one of these is dangerous.
[34] Despite the enormous stress it places on the victim, particularly the vulnerable and or elderly.
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A strong password:
• Is at least eight characters long.
• Does not contain your user name, real name, or company name.
• Does not contain a complete word.
• Is significantly different from previous passwords.
• Contains upper and lower case characters, numbers and symbols (e.g. $; #)
A password might meet all the criteria above and still be a weak password. For
example, Hello2U! meets all the criteria for a strong password listed above, but is
still weak because it contains a complete word. H3ll0 2 U! is a stronger alternative
because it replaces some of the letters in the complete word with numbers and also
includes spaces.
If you feel you must write down your password in order to remember it, make sure you
don’t label it as your password, and keep it in a safe place.
Many services, including Google, some banks for your business banking and the like,
offer two-factor authentication for logging into your account. Instead of simply entering
a username and password to log in, the website will prompt you to enter a code sent
to your smartphone to verify your identity.
Passwords need to be changed regularly. In our research we
found that key-loggers and scammers had been in the victim’s
computer for many months before the attack occurred. This
was particularly so with ransom-ware attacks. This mean that
all the backups were infected as well, making them useless.
No Common Passwords: Do not use the same password
for multiple services. Using the same password for all of your services/programs
leaves your entire digital life vulnerable to attack. This means that if a hacker has one
password, he or she has all of your passwords.
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Apply software updates when necessary: Apple, Google, and Microsoft typically
include security bug fixes and patches in their most recent software updates. It is
smart not to ignore those annoying prompts and keep your software up-to-date. If
you work for a larger organisation, the organisation’s IT Department may have this
automated or have documented procedures that you ought to follow.
Carefully read the permissions before installing apps: This is one of the most
prominent ways in which malicious apps can gain access to your personal
information. These types of issues have been especially present in the Google Play
store. They of course are not alone. A lot of apps ask for a lengthy list of permissions,
but that does not mean they are all ill-intentioned. It is important to be aware of the
types of information your apps are accessing, which can include your contacts,
location, and even your phone’s camera.
Check the app publisher before installing: There have been numerous instances
in which scammers have published apps in the Google Play store posing as another
popular app. For example, in late 2012 an illegitimate developer posted an imposter
app in Google Play pretending to be “Temple Run.” A quick look at the publisher
shows that the app comes from a developer named “apkdeveloper,” not the game’s
true publisher Imangi Studios.
Using hard drives and thumb drives on your computer: If you find a random USB
stick, do not let your curiosity tempt you to plug it in. Someone could have loaded
malware onto it hoping that an interested person was careless enough to insert it into
their device. If you do not trust the source of any thumb drive or hard disc drive, you
are better off not placing your computer at risk. As an extension of this do not use
public recharging stations to recharge your phone or
tablet. These devices use the same cable to transfer
data as they do to repower your device. There have
been many reported cases of personal data being
stolen using a public recharging station.
Is the website secure and trustworthy: Make sure
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a website is secure before you enter personal information. Look for the little padlock
symbol in front of the web address in the URL bar. Also, make sure the web address
starts with the prefix https://. If these things are not there, then the network is not
secure and you should not enter any data you would not want made public.
Sending personal data via email: Do not send personal data via email. Sending
critical information such as credit card numbers or bank account numbers puts it at
risk of being intercepted by hackers or cyber-attacks. This very thing occurred during
the writing of this chapter. A customer sent to LMI’s Finance Department details of
their personal bank account so that they could withdraw the price of one of Allan’s
publications. The Finance Department deleted the email completely and wrote to the
customer explaining the danger of the practice.

Watch for phishing scams: This was explained in the preceding chapter but to
recap, a phishing scam is an email or website that’s designed to steal from you. Often
times, a hacker will use an email or website to install malicious software onto your
computer. These web entities are designed to look like a normal
email or website, which is how hackers convince their victims to
hand over personal information. Phishing scams are typically
easy to spot, we did not know we had so many relatives that
would die and leave us a fortune, but you should know what to
look out for. Many of these emails contain spell errors and are
written in poor grammar. Going hand in hand with this is the
obvious danger of inappropriate sites.
The danger of public computers: Avoid logging into your important accounts on
public computers. We appreciate that sometimes you have got little or no choice but
to use a computer at the coffee shop, library, or local fast food outlet. But try not to do
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it frequently, and make sure you completely wipe the browser’s history when you’re
finished. As an added precaution change your password the next time you log on to a
secure server.
Regular Backups: Finally, please back up your personal files regularly to avoid
losing them. In our student days, both of us suffered heart breaking losses when
our computer was stolen or crashed and we did not have a recent back up of our
research. You should keep a copy of all important files in the cloud and on some sort
of hard drive. If one of them gets hacked or damaged, you’ll still have a backup copy.
By following these relatively simple tips, you will certainly reduce but not eliminate the
chances of a cyber-attack.

Part 3: How vulnerable is your Information System to
Cyber Attack?
“Check-lists provide reminders of only the most critical and important steps - the
ones that even the highly skilled professional using them could miss.
Good checklists are, above all, practical.”
Atul Gawande [35]

The following is a comprehensive check list containing 161 questions that are
designed to examine and assist you reduce your organisation’s vulnerability to
cyber-attack. It is by far and away the longest checklist we have put together in
any publication, but please do not let the number of questions put you off. It is still
designed only to take a few minutes.

Every question is necessary to assist you evaluate your organisations vulnerability.
[35] 2009, The Checklist Manifesto, Metropolitan Books, Henry Holt & Co, New York.
[a] www.ContinuityCoach.com, is a LMI initiative that allows a small to medium enterprise
develop a fully compliant business continuity management plan for a very modest investment.
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The number of questions goes someway to show the complexity of cyber security and
a no to any question represents an exposure.
Download Checklist

Mannings Cyber Security Checklist ©
Item #

Question

Documented Security Procedures & Accountability
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1

Have you created security policies commensurate with the
size and culture of your organisation?

2

Are security policies documented and updated?

3

Does the company have a documented and regularly
exercised Business Continuity Management Plan[a]?

4

Does the organisation have cyber insurance cover for both
first party and third party losses?

5

Are background and police checks carried out on
employees, particularly those with high levels of information
access?

6

When an employee is promoted to a position with higher
levels of responsibility and or security access, is a new
background check carried out?

7

Are background checks made of IT suppliers such as
hardware and software suppliers, developers, advisers,
maintenance and cleaning staff?

8

Is maintaining the security of the organisation made part of
each employee’s job description?

9

Are all employees required to sign confidentiality
agreements?

10

Are all contractors, facility managers, couriers, maintenance
companies, cleaners explicitly informed of the organisations
policies and standards that apply to their activities?

Yes

No

Item #

Question

11

Are legal notices posted on log-on and authentication
screens warning that unauthorised access or use
constitutes an illegal intrusion?

12

Does the organisation restrict employee access to critical
systems and information?

13

Are maintenance and cleaning staff prevented from
entering areas unsupervised which contain mildly sensitive
systems and information and above.

Yes

No

Documented Security Procedures & Accountability
14

Are employees prohibited from installing personal, or
unauthorised software on their organisation supplied
computer, laptop, tablet, smart phone or any other device?

15

Are employees required to have a ‘strong’ password
on personal smart phones and other devices on which
they have access to company emails or other sensitive
information?

16

Does the organisations polices define the proper use of
email, internet access, instant messaging by employees?

17

Is there a documented social media policy which is
provided to all employees and appropriate contractors?

18

Are employees prohibited from sharing passwords and
allowing other employees to use their computers and
portable devices?

19

Are employees prohibited from allowing other staff or any
other person to use their swipe card, keys, pin numbers and
the like to gain access of information facilities or systems?

20

Is each and every piece of information equipment
the organisation owns/leases/uses the documented
responsibility of one designated employee?

21

Is the employee who is responsible for a given piece of
information equipment required to oversee the security of
that equipment?
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Item #

Question

22

Is each piece of equipment tagged using a permanent
identifier and or the serial number recorded to determine
who is entrusted with the piece of equipment? Ideally
all employees should be able to quickly identify who is
responsible for what and to spot unauthorised use of
someone else’s equipment.

23

Are employees required to take periodic holidays, so that
ongoing activities that they may be able to conceal would
be noticed by temporary replacements?

24

Are there measures to prevent employees from leaving the
business premises with sensitive information carried on
USB or other media devices?

25

Are employees provided sufficient incentives to report
security breaches and improper security practices and at
the same time protected from retribution or blame from
making such a report?

26

Are employees made strictly accountable for any actions
they carry out on the organisations information systems that
are in violation of corporate security policies?

27

Is there a procedure in place to immediately revoke all
passwords and/or prevent access to company property,
data intellectual property, customer records, restricted
physical areas and to any supplier or customer of the
organisation?

Backup Procedures & Security
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28

Are the operating systems, programs and operating
information backed up as well as the data/records?

29

Is the data being backed up at a frequency appropriate to
its sensitivity and importance to the organisation?

30

Does the back-up procedure include checking the data for
hostile code such as Trojan horses or viruses?

31

If the information being backed up is proprietary or sensitive
is the information encrypted and stored as such during the
back-up process?

Yes

No

Item #

Question

32

Are the encryption keys used in back-ups and elsewhere
and the schedule of when and where they are used stored
safely and securely and at another location?

33

If the back-up copies are sent electronically to the remote
location, is the information dispatched through encrypted
means or across a dedicated secure network?

34

If the back-ups are physically transported to a remote
location are they shipped in tamper-proof containers and
handled by a secure means and tracked during transit?

35

Are all copies of back-ups protected from loss by fire, theft
and accidental damage?

36

When storage media is no longer required are there secure
procedures for destroying or reusing the media?

37

Are there multiple backups so that if one is lost or
corrupted, the system could still be restored?

38

Are the backups being retained long enough so that there
would still be an uncorrupted copy if the data was gradually
being corrupted or the system was shut down as part of a
ransom or other malicious attack?

39

Are all relevant logs of activity backed up and securely
stored to prevent alteration?

40

Are the configurations of switches and routers backed up
on a regular basis?

41

Are the backups regularly stored at a physically remote
location?

42

If the loss of backed up information would jeopardise the
ongoing viability of the organisation, are there more than
one set of backups at more than one remote location?

43

Are the backups regularly tested to ensure they are working
as they should?

44

Are there procedures to deal with the loss or theft of
unencrypted backup data that is proprietary or of a sensitive
nature?

Yes

No
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Item #

Question

Security of Hardware, Data & Records
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45

Is all electronic equipment listed on an accurate inventory
listing and where appropriate housed in a secure area?

46

Are there documented, quick and easy, procedures for
updating the inventory whenever it is to be moved or the
person allocated to use/protect it changes?

47

Is each piece of equipment labelled with a bar code or other
identifier for easy tracking?

48

Is there a procedure for the removal and destruction of
hard discs or other media when the equipment reaches
the end of its useful life or is otherwise taken out of service
permanently?

49

Where equipment is being reassigned to a different
employee, is there a procedure in place to ensure that
sensitive information is not left on the machine that would
not normally be accessible by the employee entrusted with
the equipment moving forward?

50

Are there periodic checks to ensure that the equipment is
where it is reported to be?

51

Are especially important items of electronic equipment
housed in a secure data centre, room or cabinet?

52

Are their physical barriers of access to the equipment
commensurate to the value of the equipment and the data
contained on it?

53

Are there clear and rigorously enforced restrictions on who
has access to the data centre, computer room or cabinets?

54

Are there strict policies outlining the procedures for
afterhours access to the data centre, or computer room by
personnel such as custodians?

55

Does the data centre or main computer room have a sign-in
procedure that is used to record non-employees into the
restricted space?

56

Do corporate security policies outline emergency access to
the data centre?

Yes

No

Item #

Question

57

Are data centres, data rooms and data cabinets protected
by adequate fire and burglary detectors and or CCTV and
or fire suppression systems commensurate with the cost of
the loss of the equipment, data or records?

58

Is there sufficient heating and cooling to the data centre/
computer room to maintain a consistent safe operating
temperature for the electronic equipment?

59

Is the electronic equipment protected from moisture or
excessive humidity, dust, smoke, chemical fumes or other
potentially damaging substances?

60

Does the organisations Business Continuity Management
Plan include the contact details of a restoration company
with proven skill in electronic equipment protection and data
recovery?

61

Are the ceilings, especially suspended ceilings in any data
centre and other areas that house critical hardware or
records secured against access from adjacent spaces and
ventilation systems?

62

Is there a risk of water entry to any area housing critical
equipment or records from water pipes, hot water systems,
waste pipes, storm water pipes, box gutters or sprinkler
systems?

63

Is physical access to the console interfaces of security
systems such as those used to manage firewalls, CCTV
and intrusion systems, restricted to authorised users?

64

Are documents that contain sensitive information secured
or otherwise protected from unauthorised printing?

65

Does the company have a documented and enforced
procedure for the safe disposal of paper records that are no
longer required?

66

Do corporate re-use and recycling/green programs conflict
or undermine the secure handling of paper printouts?

67

Are there sufficiently rigorous policies and procedures
governing the use of removable magnetic media, such as
USB devices?

Yes

No
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Item #

Question

68

Are there sufficiently rigorous procedures to restrict
unauthorised access to back-up media?

69

Are there sufficiently rigorously procedures for the proper
shipping of any company electronic devices, storage
devices, that need to be shipped between offices, to and
from repairers or for any other purpose.

Power Supply
70

Are all important pieces of equipment protected with surge
protectors and uninterruptable power supplies?

71

Are electrical supply components, such as fuse boxes,
protected from unauthorised access?

72

If the systems are sufficiently critical to the organisation, are
they connected to a dual source of electricity?

73

Is there an adequate back-up generator, protected with
security devices such as locks alarms and if located outside
a building, fences and barbed wire?

74

Does any back-up generator have ample fuel for a
reasonably lengthy power outage, at least long enough to
source further supplies?

75

Does the back-up generator have an automatic switch over
when the power goes off and back the other way when the
public supply is returned?

76

Is the back-up generator regularly maintained and tested at
least monthly by running under full load to verify everything
is in working order and will respond when required?

Security of Access Ports & Communication Lines
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77

Are unused network or telecommunication access points
physically disabled to prevent unauthorised access?

78

Where the network and telecommunications ports are not
disabled are there procedures to monitor for unauthorised
access to these ports?

Yes

No

Item #

Question

79

Are there physical security barriers such as locked covers
on plugs to protect all the system’s media access points
such as USB ports, CD/DVD drives and the like?

80

Are there physical barriers to protect the network cables
running to and from the equipment to reduce accidental or
deliberate damage?

Yes

No

Training on Security Procedures
81

Are all staff provided with periodic training on the
organisations security policies with explanation as to why
the policies are important and compliance will be enforced?

82

Have you established a computer hardware, including
smart phones, tablets etc. and software asset inventory list?

83

Are employees trained/warned on the importance of
keeping watch and or securing laptops and other portable
information devices when taking them outside the
workplace?

84

Are employees trained to use ‘strong’ passwords and not
to base passwords on biographical details that may be
publically available such as their birth date or child’s name?

85

Are employees trained not to store passwords in insecure
places such as their wallet, purse, or post-it-note on their
computer?

86

Are employees trained on the current regulations on
privacy? [b] [c]

87

Are employees trained/reminded of what type of information
handled by the Organisation should be regarded as
sensitive information?

[b] In Australia this is the Australian Privacy Principles which come from the Privacy Amendment
(Enhancing Privacy Protection) Act 2012, which amends the Privacy Act 1988. For the latest
versions of these Acts visit: www.comlaw.gov.au.
[c] In New Zealand the full Privacy Act 1993 can be viewed at: http://www.legislation.govt.nz/act/
public/1993/0028/latest/DLM296639.html
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Item #

Question

88

Are employees trained to be suspicious of any software that
arrives in the mail, even where it appears to be packaged
by a trusted vendor?

89

Have all employees been trained on how not to fall victim
to tricksters/fraudsters that may contact them by telephone,
email, or on the internet that would lead them to reveal
private/sensitive information or to click on, type or dial
specific sequences of letters or numbers?

90

Are employees regularly trained not to download
executable code, not to open suspect emails, and not to
install personal software on computer systems?

91

Are employees trained not to visit illicit websites including
file sharing/downloading websites?

92

Are employees trained on the risk created by installing
network links that are undocumented and not authorised
even when the link may be requested by a senior manager?

93

Are cyber-attack methods described to employees in
enough detail for them to have a reasonable chance of
uncovering an early sign of an attack?

94

Are all employees periodically tested on their knowledge of
cyber security procedures, organisation privacy policies and
their knowledge of emerging threats?

Regular Review of Security Procedures
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95

Are the organisation’s information security policies and
compliance to them reviewed annually ?

96

Is the annual review broad enough to uncover
vulnerabilities in the physical facilities and or employee
behaviour?

97

Does the review include a check that the organisation is
compliant with the regulations and recognised standard for
their industry/profession?

98

Are remedial programs instituted to deal with significant
vulnerabilities uncovered in the audit?

Yes

No

Item #

Question

99

Are any such remedial programs reviewed regularly to
ensure there is rapid and steady improvement?

100

Is there a noticeable change in the personal or financial
behaviour of any employee with access to critical systems?

101

Does the organisation systematically check for multiple
failed logon attempts carried out by customers, their
employees or others?

102

Are employees and contractors prevented from accessing
file that would advise when their behaviour is being
monitored or attracted special attention?

Yes

No

Incident Handling and Response
103

Do staff know how, when and where to report a breach of
company policy and or a possible cyber-attack?

104

Should the organisation’s Business Continuity Management
Plan be activated?

105

Are there alternative methods of communication that can be
used in the event that normal channels are compromised?

106

Do employees know how to isolate and quarantine
compromised systems by removing them from the network?

107

Do employees know how to restore compromised
information systems to their last known sound state, even if
that state is some considerable time back?

108

Do employees know where and to whom they can go to
obtain additional information and guidance on the recovery
process?

109

Do employees know to document their actions and to
record all costs incurred?

110

Do key personal know how to collect and preserve
evidence necessary for a full and proper forensic
investigation and or legal prosecution?

111

If the organisation is supplying urgently required products
or services to customers is the priority of the customer list
known and understood by all appropriate staff?
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Item #

Question

112

Are exercises conducted in which key employees test their
cyber-attack response?

113

Are real and exercises followed up by an after action
meeting to identify and review the lessons learned?

114

Should an incident be reported to the organisations cyber
insurer?

Employee Relations
115

Does the organisation provide adequate opportunity for
employees to express their grievances without fear?

116

Is the organisation’s culture one of fair treatment of
employees over exploitation and short term competitive
edge?

117

Does the organisation handle downsizing that minimises
hostile feelings by former and remaining employees?

118

Does the organisation have a methodology that protects
the integrity of the security systems and data and records
in the event of employee resignation or termination of
employment?

119

Does the organisation have a procedure which allows
employees to report attempts by anyone to elicit
confidential information, or extort their cooperation to gain
access of confidential procedures, intellectual property or
other records?

120

If an employee is going through great difficulties in their
personal life, is there a policy to temporarily reduce that
employee’s responsibly for critical systems or access to
such systems?

Internal Policies for Software Development
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121

Does the organisation have a written policy detailing the
steps and procedures for the internal development of
software?

122

Does the software development cycle follow guidelines
based on industry best practices concerning security?

Yes

No

Item #

Question

123

Do corporate security policies require all vendor and
contractor personnel working on software development to
meet minimum security requirements?

124

Are the proposed software designs evaluated from the
standpoint of information security by security specialists
before the alpha versions are created?

125

Does the organisation have a system for tracking exactly
which employee or outside contributor wrote each line of
code for any software produced internally?

126

Are all the programmers working on each software
application made aware that records are being kept of
exactly who wrote each line of code?

127

Does the organisation have procedures for the orderly
insertion of code during software production, so that no
one has an opportunity to alter a line of code other than
programmer recorded as responsible for it? *

128

Are changes to the source code library controlled and
monitored, so that the source control module cannot by
bypassed by someone with administrator privileges?

129

Are commentaries maintained on each section code as it
is being written, so that other developers and security
specialists can rapidly understand what a given section is
designed to do?

130

Does the organisation have pre-approved code modules
that can be inserted into new software to accomplish
standard security functions, such as authentication and
encryption?

131

Does the organisation provide developers with dummy
data, so that the applications being developed do not
have to be tried out on private, sensitive, or proprietary
information?

Yes

No

Security Features to Build into New Software
132

Is the application being developed designed to encrypt
sensitive information that it stores in a file or database?
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Item #

Question

133

Is the application being developed designed to encrypt
sensitive information that it writes to the local system
registry?

134

Is the application being developed designed to encrypt
sensitive information that it writes to volatile memory?

135

Is the application being developed designed to encrypt
sensitive information that it transmits to another system?

136

Is the application being developed designed to encrypt
sensitive information that it writes to cookies?

137

Is the application under development designed to prevent
excessively predictable authentication and encryption
codes?

138

Is the application under development designed to use the
concept of least privilege when executing instructions?

Security Testing of New Software

139

Is the software that the organisation has developed
subjected to a code review from a security standpoint,
regardless of whether it was outsourced or produced inhouse, before the final version is readied for deployment?

140

If there are embedded comments by developers on the
source code that survive the development process, are
these comments manually removed before the program is
deployed?

141

Does the organisation have information security
professionals conduct vulnerability tests of the software it
has developed, regardless of whether it was outsourced or
produced in-house?

142

Does the organisation have information security specialists
conduct regular vulnerability testing against applications as
they are deployed?

Establishing Appropriate Relationships with Vendors
143
44

Does the organisation have a written policy detailing the
steps and procedures for dealing with software vendors and
outside developers?

Yes

No

Item #

Question

144

Are prospective vendors and outside developers limited to
those who can be verified to meet industry standards for
information security?

145

Are vendors or contract personnel required to have
briefings or training in the security policies of the client
organisation?

Yes

No

Internal Policies for Software Development
146

Are the vendors or contract personnel contractually
required to adhere to the security policies of the client
organisation?

147

Do organisational policies require vendor personnel to sign
non-disclosure agreements?

148

Do the service agreements require vendors to conduct
background checks on their personnel before they are
assigned to the organisation’s account?

149

If the application was supplied by a third-party vendor, can
the vendor demonstrate that precautions were taken to
make sure that the application does not have backdoors
that allow third-party access?

150

Are software vendors required to certify that their code has
undergone a rigorous and thorough security inspection
before it is delivered for deployment?

151

Are software vendors required to make escrow
arrangements for the preservation and protection of the
source code used in the applications being purchased or
licensed?

Managing Ongoing Relationships with Vendors
152

Are there trusted channels for receiving updates from each
software vendor?

153

When software updates need to be applied, is there a
guarantee that those updates were adequately tested in
the relevant kind of software environment before being
installed?
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Item #

Question

154

Are there appropriate limitations and an expiry date on the
access rights that the vendors need in order to install the
software and updates?

155

Are steps regularly taken to verify that access rights for past
vendors and contractors were, in fact, eliminated as soon
as they were no longer necessary?

156

Are there provisions to maintain the system‘s performance
during the update process and to restore the system to its
last known good state if an update fails?

157

Does the organisation have processes established to
restrict, control, or monitor internal information access by
outside vendors or contractors?

158

Does the organisation have processes established to
identify and terminate vendor, contractor, and other
outsourced personnel access when no longer required?

159

Are the vendors’ comings and goings logged and
monitored, whether electronic or physical?

160

Are there procedures for verifying that copies of proprietary
information were destroyed after the vendors delivered the
contracted software?

161

Are the actions of former vendors or contractors who
handled critical information or critical systems monitored for
non-compliances with non-disclosure agreements?

Yes

No

If you have ticked “No” to any of the boxes then this represents a vulnerability to your
organisation that may well require remedial action.
Please discuss this further with your vendors and service providers and if you feel
that they are not taking the security of your
organisation and the data it holds seriously,
considering changing providers.
As Queen Elizabeth I once said: “A fool too late
bewares when all the peril is past”.
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Part 4: Cyber Risk Insurance Explained
“Insurance should be regarded as the last line of defence in any risk management
strategy. It has to be like a great goal keeper, there in an instant when you need it
and keeping you in the game.”
Allan Manning, 2014

4.1 Introduction
The development of insurance to cover loss, damage
or liability arising from Cyber Risks has been relatively
slow in Australia. American Insurers, such as Chubb
Insurance Company of Australia Ltd, have so far led
the way, followed by Lloyd’s Underwriters and Zurich
Financial Services Australia Ltd which introduced a new
product in 2013. More recently Allianz Australia Insurance
Limited introduced a policy at the end of March 2014.
Other insurers will no doubt follow once there is sufficient
statistical/actuarial data for them to price the risk with confidence.
Cyber Risks insurance policies (“Cyber policies”) are underwritten on a claim’s made
basis. In simplest terms, this means that the organisation needs to have the insurance
policy in place at the time of the loss or damage or when the breach occurs. Cyber
policies typically contain a “Retroactive Date”. The Retroactive Date is there to
preclude coverage for “stale” claims that arise from events far in the past, even if such
events are unknown to the insured. Having a Retroactive Date makes policies more
affordable by precluding coverage for events that, while insurable, are remote in time.
It goes without saying that the further back you select the Retroactive Date, the more
costly the insurance is likely to be.
With the claims made subject to a retroactive date, Insurers offer an extended
reporting period varying between 30 and 90 days following expiry of the policy of
insurance. Some Insurers provide an extended reporting period of up to 365 days on
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payment of an additional premium, where they have decided not to offer renewal of
a policy. Any such extension is subject to the proviso that the wrongful act occurred
prior to the date of non-renewal.
The formats of the policies usually separate cover for First Party (insurance applying
to the insured’s own property) and Third Party risks (someone other than the insured
and the insurer) with a series of cover modules which provide extra benefits as
standard or as an optional extra.
Even though at the time of writing there are, relative to other classes of general
insurance, only a few policies available in the market, the insurers have gone
their own way in deciding what risks they will insure. The same can be said in the
development and drafting of their policies. As a result, as in most classes of general
insurance, not all policies are created equal and not all offer the same modules or
extent of cover. In view of this, the use of a suitably qualified insurance broker, such
as A.I.S Insurance Brokers to advise on the product best suited for you and your
organisation is recommended. General insurance brokers have access to research
tools such as PolicyComparison. com and RiskCoach or something like them to assist
in their understanding of the complex and relatively new risks and products to protect
against those risks.
With the cover modules, they are usually sub-limited with excesses and/or waiting
periods for Business Interruption cover similar to other policy classes. Limits of
Liability usually apply per event and in the aggregate in any one period of insurance.
This means that if you have $1 million of cover, the maximum you can claim in any
one period of insurance (insurance year) is $1 million whether you have one claim or
10,000 claims.

4.2 First Party Coverage
For those policies that provide First Party coverage,
protection can be provided for:
• Privacy Breach Costs including;
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»

Forensic investigation expenses

»

Defence Costs and public relations expense

»

Notification expenses

• Digital asset replacement expense coverage (Hacker Damage)
• Business Interruption loss in some cases extending to a service provider’s
computer system;
• Cyber extortion threat and reward payments
• E-theft Loss
We explain the coverage for each later in this Part.

4.3 Third Party Coverage
Protection for action by a third party can be provided for:
• Liability for breaches of privacy and security
• Defence Costs for breaches of duty under regulatory proceedings
• Crisis management and public relations costs
• Civil fines and penalties
• Liability for e-mail, intranet, extranet or website media
Again, we provide a more detailed explanation of the coverage later in this Part. What
we would say here is that from our experience we know that when Cyber events
occur, they typically create a crisis, placing at risk the reputation of the organisation.
This can be devastating to those concerned and professional advice by experienced
professionals to assist managements dealing with these crisis events is an essential
part of the protection offered by Insurers.
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4.4 Cover - The Insurer’s Agreement
4.4.1 The Indemnity
Typically, a Cyber policy will state that the Insurer
will agree to indemnify the Insured subject to
the specified Excess or Deductible up to the
applicable Limit of Liability or Aggregate Limit
stated in the Schedule for loss arising from an
Insured Event first discovered and reported to
the Insurer in the Period of Insurance or within
a specified time after the expiry of the Period of Insurance (usually 30 - 90 days). As
explained earlier, this style of coverage is predicated on a claim’s made basis.

4.5 Insured Events – First Party Coverage
4.5.1 Privacy Protection
Cover is triggered by a breach in the management of personally identifiable
information held or transmitted in any form by the Insured or anyone on the Insured’s
behalf and can include a breach which results from the loss or theft of any device
containing the information.
Privacy Breach Costs – Computer forensic costs
These are costs incurred with the Insurer’s consent for the purpose of retaining an
accountant, legal adviser, an IT consultant or other third party to conduct a computer
forensic analysis to investigate the Insured’s computer system and determine the
cause and extent of a privacy event and whether a “security wrongful act[36]” may
be the cause. The role of the legal adviser is to also ensure that the report and its
findings are subject to legal professional privilege. A Sub-Limit usually applies to this
cover.
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[36] A term used in several insurance policies providing coverage against cyber risk.

Privacy Breach Costs – Legal and Public Relations Consultancy costs.
These are costs incurred with the Insurer’s consent for crisis management of the
event. The purpose of the expenditure is to ensure that the reputation of the Insured is
properly protected from negative publicity while action is underway to determine what
has happened and the Insured’s obligations to the affected individuals. The efficient
and professional management of this process is important to reducing the likelihood
of or the cost of claims and requires the preparation of a detailed management action
plan. A sub-limit usually applies to this cover.
Privacy Breach Costs – Notification expenses
These are costs incurred with the Insurer’s
consent for:
• the legal fees of appointed firms engaged
in identifying the applicable individuals
whose data has been breached and who
need to be notified and in drafting the text
of the notification message;
• the procurement of credit monitoring services and credit protection services.
Some Insurers limit this to breaches involving Social Security, Medicare,
Driving Licence or other Government numbers that can be used in combination
with other information to open a new financial or insurance account or where
required under any Federal or State Government law or regulation;
• Regulatory Notification costs to notify any entities as required by Federal or
State Government Laws including the Australian Information Commissioner or
the Privacy Commissioners;
• Use of a third party call centre where the Insured does not have one that
is qualified for this purpose to deal particularly with inquiries from affected
individuals.
Some Insurers have pre-approved firms as Breach Response Teams but may also
agree to approve other firms where the Insured obtains the Insurers prior written
consent to their appointment.
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The module for Breach Response Costs does not usually cover the regular or
overtime salaries or wages of directors, officers or employees, taxes fines, sanctions
or penalties or monies paid or due as the result of any loan, lease or extension of
credit.

4.5.2 Digital Asset Replacement Expenses Following Hacker Damage
This type of coverage provides for the reasonable
and necessary expenses the Insured incurs with
the consent of the Insurer to replace or repair the
Insured’s website, intranet, network, computer
system, programs or data to the same standard
and with the same content before the Privacy
Event occurred.
The Insurer will also pay for further services of a forensic consultant to establish
the identity of the hacker and some Insurers will also pay the costs of a security
consultant to review security and effect recommended reasonable security
improvements. Cover is usually sub-limited and may be payable in addition to the
policy limit.

4.5.3 Business or Network Interruption Loss
Cover under this module is triggered by an interruption in the business directly caused
by a security event where there has been unauthorised access to the Insured’s
system by a third party who has successfully hacked into the system.
The protection afforded for lost income varies greatly
between Insurers. Some policies cover loss of revenue as
well as any increase in cost of working expenses incurred
to bring about a reduction in a loss of revenue (but not
more than the dollars saved). Other policies may pay
the loss of net profit before tax and the normal operating
expenses of the business which would have been incurred
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had there been no service interruption, but only to the extent that these must continue
during the period of interruption.
The Period of Indemnity, (how long the organisation can claim for a disruption) varies
under Cyber Risk policies. For one Insurer it commences from the time that the
revenue (including internet revenue) or net profit of the business is interrupted or
materially impaired for each consecutive hour beyond the time retention period [37] and
will stop with effect from the hour or time the revenue (including internet revenue) of
the business ceases to be interrupted. It defines ‘materially impaired’ as meaning that
the revenue has been reduced to less than 75% of the average hourly revenue in the
90 day period immediately prior to the impairment or interruption.
Some policies limit the period of cover to a number of days, e.g. 120 days from the
commencement of the interruption or impairment and others do not have any such
limitation nor is cover contingent upon a reduction in revenue below a particular
percentage of an average or other norm value amount.
Standard cover under this module does not usually include payment of contractual
penalties or extra costs of improving the computer system to a level beyond that
existing before the interruption of service. Similarly liabilities to third parties and the
associated legal expenses surrounding such proceedings are not typically covered by
this module.
The Policies typically do not have an “Adjustments Clause” as we would know it which
takes into account seasonal and other variations in the business as does a traditional
business interruption policy found attached to a fire or property policy.
Having said that, apart from the policy that agrees to pay an amount based on the
average hourly revenue earned in the previous 90 day period which may not provide
a full indemnity to a business with seasonal fluctuations, others refer to the loss of
Revenue or Net Profit “which would have been earned in the period of the service
interruption”. This latter terminology means that losses arising during peak seasonal
[37] Often referred to as a time excess or time deductible.
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periods or at any other time will in fact be compensated based on a calculation that
represents the actual loss suffered in real time whether the service interruption is
peak period or otherwise.
We suspect, however, in adjusting for trend, Insurers will not agree to take account of
possible increases in income likely to be earned as a result of increased business due
to the impact of the security event affecting other businesses in the area.
It should be noted that unless created by a hacker, some policies exclude claims
resulting from virus, worm, logic bomb or Trojan horse which indiscriminately
replicates itself and is automatically disseminated on a global or national scale or to
an identifiable class or sector of users.

4.5.4 Cyber Extortion Threat and Reward Payments
This element of cover is triggered by direct or
indirect illegal threats to destroy or corrupt the
Insured’s website, intranet, network, computer
system, programs and data held electronically or to
specifically introduce computer virus, worm, logic
bomb or Trojan horse.
The illegal threat may also include the
dissemination of or using commercial information held in confidence for which the
Insured is responsible that would cause commercial harm if made public.
Such illegal threats may also be accompanied by a demand for ransom as a condition
for not acting on the threat.
The cover provided is to indemnify the Insured for costs and expenses incurred
including for those of consultants which may be the Insurer’s own or other firms
engaged by the Insured with the Insurer’s consent to manage the event. Insurers
will pay ransom monies subject to agreement on the amount beforehand and some
Insurers, but not all Insurers will agree to the payment of rewards for information
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leading to the arrest and conviction of any person making such an extortion threat,
where permitted by law to do so. Insurers providing this cover do so on the basis that
the amount of any reward to be offered is agreed by them before being made public.
Some policies will cover the theft of ransom monies where there is an immediate
threat of force or violence but only where the ransom has been previously negotiated.
Other policies do not address this added theft risk.
Some policies, provide world-wide cover for the Insured which is of course beneficial
where the Insured has computer installations in more than one country. As the
insurance of rewards and ransom is illegal in Singapore, policies typically have an
exclusion for ransom and reward in Singapore.

4.5.5 E-Theft Loss
This module is currently provided by one Insurer
only to cover an Insured for losses sustained
from the transfer, payment or delivery of funds or
property or the establishment of financial accounts
or given any value due to the fraudulent input of
data into the Insured’s computer system or through
a network into an Insured’s computer system.
Whilst other Insurers cover the losses experienced
by customers of the Insured as a compensatory
payment under third party cover, this policy module also addresses the theft of funds
or property belonging to the Insured.

4.6 Insured Events – Third Party Coverage
4.6.1 Liability for Breaches of Privacy and Security
Usually described as indemnifying the Insured parties against claims made for
financial compensation arising from the alleged or actual loss sustained because
of the potential actual unauthorised access to or release of commercial or personal
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information in the care custody and control of the
Insured including, but not always, by any one
acting as a provider of services on behalf of the
Insured (or sub-contractor) for:
a. actual or alleged breach, violation or
infringement of any right to privacy for
personally identifiable information in
any form, including but not limited to breach of a person’s right of publicity,
false light, intrusion upon a person’s seclusion, public disclosure of private
information or misappropriation of a person’s picture or name for commercial
gain;
b. libel or slander or disparagement from the issue of electronic publishing
material which defames a person or organisation or their goods, products or
services or involves the unauthorised use of titles, formats, performances ,
style, plots or other protected material;
c. actual or alleged breach of duty to maintain the security or confidentiality of
personal identifiable information in any form as required under Federal or State
Laws .including failure to comply with Privacy Principles of the country or the
Insured’s public privacy statement;
d. actual or alleged breach of confidentiality, including but not limited to
commercial information in any form;
e. actual or alleged unfair competition or deceptive trade practices including any
actual or alleged breach of Australian Consumer Law when claimed against the
Insured in conjunction with and based on the same allegations as a claim for
violation or infringements of rights to privacy or failure to maintain the security
or confidentiality of personally identifiable information;
f. Civil regulatory actions brought against the Insured on the same allegations of
actual or alleged breaches described under (a) and/or (b) above for a privacy
wrongful act or a security wrongful act;
g. actual or alleged negligence of the Insured in maintaining the security of its
computer system that results in;
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»

transmission of malicious software such as a computer virus, worm,
logic bomb or Trojan horse;

»

a Denial of Service attack;

»

prevention of authorised access to any computer system or personally
identifiable information or confidential corporate information; held or

transmitted in any form;
»

damage to a third party asset.

Cover is typically subject to a Sub-Limit of Liability

4.6.2 Defence Costs for Breaches of Duty Under Regulatory
Proceedings
Insurers will pay defence costs incurred by the Insured
or the Insured’s employee with the Insurer’s prior
consent and also necessary forensic services by outside
consultants or in some cases by the Insurer’s breach
Response Team. Some Insurer’s will advance defence
costs prior to final settlement.
However Insurers will not provide an indemnity for any proportion of costs incurred by
an employee where the employee is found to guilty of fraudulent, dishonest, malicious
or criminal conduct.
The Insurer’s payments under this module will not extend to include overhead
expenses, forensic services performed by the Insured or employees, lost costs or
profits, salaries or wages or any future costs of doing business.

4.6.3 Payments towards Regulatory Proceedings
Under this module, Insurers will pay defence costs,
civil penalties, costs expenses and judgements,
settlements, awards including an award for
compensatory damages under any civil regulatory
action brought against the Insured by a regulator for
any breach of regulation promulgated or administered
by the Office of the Australian Privacy Commissioner
or equivalent in each State or Territory, or Australian Securities and Investments
Commission (“ASIC”), Australian Competition & Consumer Commission (“ACCC”) or
57

the Australian Communications and Media Authority. In the case of New Zealand, an
action by The Commerce Commission is one of the authorities policies issued in that
country provide protection towards regulatory proceedings.
Some Insurers, but not all, agree to pay fines and penalties, where this is permissible
under the law, within the sub-limit for awards and compensatory damages.
Under the regulatory proceedings module, one Insurer, at the time of writing, requires
the Insured to co-insure 25% of the risk prior to the application of the Sub-Limit.

4.6.4 Crisis Management and Public Relations Costs
Cover provided under this policy module extends to
cover computer forensics costs incurred by the
Insured with the consent of the Insurer to confirm the
breach and identify the affected data and individuals.
These costs will usually include those of outside
legal firms to ensure that lawyer-client privilege
surrounding reports and findings is preserved.
This also extends to public relations firms for crisis
management services for the purpose of mitigating
the extent of loss and ensuring that proceedings
are conducted in a professional manner to protect
the Insured’s reputation. The cost of these services
can be sub-limited to $50,000 in the aggregate
unless a higher amount is selected for cover.

4.6.5 Civil Fines and Penalties.
Whilst some policies expressly exclude the payment of Fines and Penalties, others
will agree to pay these providing it is permissible to do so in the particular state or
territory.
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4.6.6 Liability for e-mail, Intranet, Extranet or Website Media
Liabilities may fall upon the Insured from an alleged
breach or alleged negligence in failing to maintain
the security of the computer system allowing access
by unauthorised persons or resulting from electronic
publishing of material that defames a person or
organisation or disparages their products or services.
The potential for liabilities is vast and may also include,
plagiarism, false light or false advertising from electronic
publishing, the violation of the right of privacy of individuals, infringement of copyright,
titles, slogans, marks or service names including domain names or other protected
material. The risk of inadvertent transmission of malicious software by e-mail that
contains viruses such as worm, logic bomb or Trojan horse is ever present.
All policies are generally very wide in providing an Insured with cover against such
contingencies subject to a sub-limit of liability, however some Insurers will exclude any
virus, worm, logic bomb or Trojan horse which replicates itself and is disseminated
on a Global scale or to an identifiable class of users unless created in the Insured’s
computer system by a hacker.

4.7 Exclusions
The treatment of exclusions varies between Insurers. Some
include these within particular modules where applicable
whereas others may have a mixture with separate section
for General Exclusions applying to the whole Policy. Typical
Exclusions are:

4.7.1 Fraudulent, Dishonest, Criminal or Malicious Conduct
Polices generally will not cover conduct of this kind carried out with reckless disregard
of other’s rights whether committed by the Insured or by others where the Insured has
ratified or condoned the acts.
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Any such exclusion is usually not invoked until such conduct
is either established at law by a final adjudication in any
judicial, administrative or alternative dispute resolution
proceeding; or the Insured has admitted such conduct; or
evidence of such conduct or wilful violation of the law is
discovered by the Insured or the Insurer.
If and when this happens the Insured is obliged to reimburse the Insurer for all of the
payments made by them in relation to such conduct or violation of the law.

4.7.2 Unfair Competition, Deceptive Trade Practices, Restraint of Trade
or Other Legislation or Regulation
Claims alleging these matters are excluded except to the
extent of the protection specified under the terms of the policy
cover module purchased by the Insured is provided.

4.7.3 Bodily Injury & Property Damage
Policies will indemnify against claims for actual or alleged
mental anguish, emotional distress, pain and suffering or
shock due to the physical loss destruction or damage to
electronic data that results from a privacy event. However
policies usually otherwise expressly exclude claims for
bodily injury, mental anguish, emotional distress, pain
and suffering, shock, humiliation, sickness or disease of
any person and physical loss or damage to other tangible
property.

4.7.4 Insured v Insured
Policies may have an Insured v Insured exclusion or something similar as an
alternative to exclude claims brought one Insured against another Insured party or
60

where the Insured entity holds more than 15% of the ownership interest of the other
entity or manages or controls the operation of that entity.
Write backs apply to the exclusion where an Insured Person is
acting in his or her capacity as a client of the named insured or is
a director or officer of the claimant, or where the Insured Person
is an employee and the privacy event relates to the unauthorised
disclosure of the employee’s personal information.
It is important that any general insurance adviser/broker seeking insurance cover for
Cyber Risks has a thorough understanding of the roles of the companies operating
within a conglomerate and their interrelationships with each other so that the cover
arranged provides an indemnity for their perceived cyber risks as separate entities.

4.7.5 Contractual Liability
Claims arising out of any contractual liability or obligation
assumed by the Insured are usually excluded excepting where
liability would have attached in the absence of the contract.
The exclusion does not apply to any obligation to maintain the
confidentiality or security of personal or corporate information
protected under a disclosure agreement where the liability
arises from a breach or wrongful act associated with a privacy
or security event covered by the policy.
To learn more about contractual liability please consider
Mannings Guide to Contract Reviews [38].

4.7.6 Product Design, Industrial Design. Architectural Design or
Architectural Services
Insurers will not make payment under this class of insurance towards any portion
of a loss arising from any actual or alleged liability for any product design, industrial
[38] Available at http://www.lmigroup.com/content.aspx?artId=518
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design, architectural design or architectural services. Such risks are designed to be
insured under a professional indemnity policy.

4.7.7 Warranties
Indemnity is not provided for claims under any
express or implied warranty for loss arising from the
inaccurate or incomplete description of the cost of the
Insured’s goods, products or services or the failure
of these to conform with the advertised quality or
performance or fitness for use.
However, as regards any loss or privacy defence costs or other amount covered under
the policy, which the Insurer may incur resulting from a claim made against the Insured
for an alleged privacy event in respect of the fitness or suitability of the goods,
products or services will be payable under the policy in the absence of any such
warranty.

4.7.8 Investment and Financial Practices Liabilities
No cover is provided for breaches of duty or obligations involving the purchase or
sale of stocks, shares or other securities or the misuse of information relating to them
or breaches or alleged breaches of the requirements of legislation or any regulation
pertaining to the operation and conduct of persons and organisations engaged in
the providing financial services and advice in the arrangement of finance or credit.
In Australia, for example this includes but is not limited to the Corporations Act 2001
(Cth) and the Australian Stock Exchange Listing Rules.
This exclusion of cover encompasses the incomplete disclosures of fees, guarantees,
representations and promises relating to contract price, costs, cost savings, return
on investments or profitability and representations regarding the Insured’s financial
viability or the accuracy of information contained in the Insured’s financial accounts.
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4.7.9 Punitive and/or Exemplary Damages
Generally excluded but some Insurers may agree to
provide protection under certain cover modules where
punitive or exemplary damages are awarded if it is
lawful to do so within the relevant jurisdiction.

4.7.10 Unfair Competition and Deceptive Trade Practices
Generally excluded other than where the Insured has purchased a module to provide
cover arising from a privacy breach.

4.7.11 Illegal Data Mining
Excluding the illegal, unauthorised or wrongful collection
of personal information, including the collection of
personal information using cookies or a malicious code
without adequate notice that such personal information is
being collected.
However, the exclusion shall not apply where the collection is by an Insured Person
acting without the knowledge or approval of the Insured’s directors or offices or any
other person acting in an executive capacity.

4.7.12 Enforcement Notices
Claims arising out of, based upon or attributable to any failure by the Insured to
respond to or comply with an Enforcement Notice from
a relevant authority within the required time period.

4.7.13 Infrastructure or Security Failure
Claims based upon or attributable to, mechanical
failure, electrical failure including interruption of supply,
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surge, brown out or black out or telecommunications or satellite systems failure.

4.7.14 War, Terrorism and Pollution
Insurers may include exclusions of this nature as required by their treaty reinsurance
arrangements but have little or no practical application to the risks insured. The
Terrorism exclusion would not usually apply to a security threat under cover for Cyber
extortion.

4.8 General Policy Conditions
The involvement of a number of Insurers means that a
variety of Policy Conditions are introduced. The
following represents a broad sample of the principal
conditions applying to cyber insurance policies. There
may well be others in some policies and it is always
recommended that you carefully read the policy you
intend to use or recommend.

4.8.1 Alteration and Assignment
No change in, variation in or modification of risk or assignment of interest under these
policies will be effective until agreed to in writing by the Insurer.

4.8.2 Applicable Law
For dispute resolution, decisions will be governed by the law
applicable in the country where the policy is issued. For example,
in Australia, it is Commonwealth of Australia and its Territories and
the jurisdiction of Australian courts while for policies taken out in
New Zealand it is New Zealand courts.
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4.8.3 Authorisation
The Named Insured or Nominated Insured agrees to act on behalf of all Insureds for
the payment of premiums or the receipt of return premiums, the giving and receipt of
notices including notice of any optional extended reporting period.

4.8.4 Bankruptcy
Claims that arise from the bankruptcy or insolvency
of the Insured or the Insured’s supplier are normally
excluded. Some policies state that on the Insured
becoming bankrupt or insolvent the Insurer is not relieved of its obligations under the
policy nor deprive of its rights and defences available under the policy.

4.8.5 Cancellation
The cancellation provisions in Australian policies generally
follow those set down in the Insurance Contracts Act
1984 (Cth), however the payments available to an Insured
seeking cancellation vary across the policies.
Some will pay a pro rata return of premium if no claim has been made but if a claim
has been made the premium will be deemed fully earned as at the date of
cancellation with no refund of premium. Others require 60 days’ notice of cancellation
and provided there have been no claims, will return a pro rata refund of the unexpired
premium subject to the Insurer retaining a minimum earned premium representing
25% of the full annual premium.
Yet other Insurers will refund 80% of the premium for the unexpired period.
Where the policy has no provision and it would be reliant upon the regulations set by
the jurisidiction if there are any. In Ausralia that would be the Insurance Contract Act
1984 (Cth) procedure.
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4.8.6 Cessation of Subsidiaries during the policy period
Cover usually continues from the date the subsidiary ceases to operate to the end of
the policy period in respect of wrongful acts, privacy or security events being incurred
or sustained prior to the date the entity ceased to be a subsidiary.

4.8.7 Claim’s Co-operation
The Insured is required to provide the Insurers with such assistance and co-operation
they require in the investigation, defence and settlement of claims under the policy
including making available reports, documentation or other material as evidence and
attending hearings or trials or in obtaining the attendance of witnesses.

4.8.8 Confidentiality
This condition requires the Insured not to disclose
or reveal to any party, the existence and terms
of the insurance except where required by law to
make disclosures in financial statements and annual
reports without the written consent of the Insurer.
In Australia, this condition follows that adopted with professional indemnity insurance
but its impact has been overcome by Section 54 of the Insurance Contracts Act (Cth).

4.8.9 Continuity Cover
Continuity cover is provided only by one Insurer at
the date of writing. What this condition provides is
that, in the absence of fraudulent non-disclosure
where a claim that is otherwise covered is excluded
by the Prior Circumstances Exclusion, but the
Insured has maintained continuity of cover with
policies succeeding the prior policy, in the event that no claim is paid under such
prior policy, cover is provided under the current policy for such insured loss which
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happened and of which the Insured was first aware after the retroactive date. In such
cases it is necessary that the loss would have been insured under the former policy
as well as the current one but the Insurer’s liability for payment will be for no greater
amount than that applicable under the prior policy or this policy, whichever is the
lesser.

4.8.10 Material Change – Acquisition or formation of Subsidiary
The position on this issue varies as between
Insurers. Some provide no automatic extension of
cover. Others may provide automatic protection for
the new entity and its insured persons. With some,
the Insurer’s requirement for doing so is that the
revenue of the new entity represents no more than
a given percentage (10% - 25%) of the Insured’s
revenues.
Continuing cover under any automatic extension after then may be conditional upon
written notice being provided to the Insurers within a defined period up to 60 - 90 days
and acceptance of the risk by the Insurer and the payment of the premium by the
Insured.

4.8.11 Notices
Specifies how notices shall be given and their timeliness in relation to the various
cover modules insured. Notification of a privacy event shall not constitute notice of a
claim or circumstance, unless such notice expressly states that it is a notice of claim
under the relevant section or any applicable endorsement.

4.8.12 Other Insurance
Where this condition has been included, the Insurers tend to seek to make the policy
an ‘Excess Policy’, that is that it only applies when the other policy has been
exhausted. This can tend to cancel each other out when both policies have the same
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clause. In Australia, however the result will be governed by the provisions of Section
45 of the Insurance Contracts Act 1984 (Cth) where the other insurance is entered
into by the Insured.
This Section of the Act reads: “Other insurance” provisions
1. “Where a provision included in a contract of general insurance has the effect of
limiting or excluding the liability of the insurer under the contract by reason that
the insured has entered into some other contract of insurance, not being a
contract required to be effected by or under a law, including a law of a State or
Territory, the provision is void.
2. “Subsection (1) does not apply in relation to a contract that provides insurance
cover in respect of some or all of so much of a loss as is not covered by a
contract of insurance that is specified in the first-mentioned contract.[39]”

4.8.13 Sanctions Regulation
No cover will be provided or payments made to any Insured or other
party to the extent that such would violate any applicable trade or
economic sanctions law or regulation.

4.8.14 Severability and Non Imputation
Applicable to some policies only. Representations, warranties and submissions of
the directors, officers, risk managers and general counsel of the Insured including
any insured person holding or acting in any such capacity upon which the Insurer’s
relied when accepting cover are generally imputed to the
Insured and would have the effect of making the policy void
in the event of fraud or concealment. Some policies have a
severability and non-imputation condition providing that the
representations, warranties and submissions of other insured
persons shall be construed as separate for each person and
no statement or submission or knowledge will be imputed to
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[39] Insurance Contracts Act (1984), Commonwealth, section 45.

any other insured person in determining if coverage is available.
However once cover has incepted, any fraud, intentional concealment or
misrepresentation of a material fact by any party to the policy before or after a loss
may result in the insurance being avoided.

4.8.15 Territorial Limits
Generally means the Territorial Limit stated in the
Schedule and may be confined to Australia or extended
worldwide to the extent permitted by local laws and may
include or exclude claims made in USA or Canada or in
any country where the laws of USA or Canada apply.

4.9 Final Warning
As Cyber Insurance is a relatively new class
of general insurance, we expect that there
will be changes and fine tuning of the existing
policies. We also expect new entrants to enter
the market who may elect to take a different
approach than the existing policies on offer.
Steve and his team of expert researchers at LMI eServices will continue to compare
and put up on the PolicyComparison.com website, changes to the existing policies
and comparisons of the new products.
Notwithstanding this, it is important that you carefully read the policy you are
considering or are recommending to your clients.
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Part 5: Frequently Asked Questions and Conclusion
“There are no foolish questions and no man becomes a fool until he has stopped
asking questions.”
Charles Proteus Steinmetz[40]

5.1 Frequently Asked Questions
Question 1: I have some information Technology Coverage with my
management liability policy. Do I need still need a Cyber Insurance
policy?
Steve Answers: The coverage afforded by a Cyber Insurance policy
is typically broader that than found in a Management Liability or
other form of liability insurance policy. One of the biggest differences being that you
have coverage for first party losses under a Cyber Policy whereas Management
Liability will at best only provide coverage for claims by third parties.
Question 2: Should I reduce my Management Liability Coverage to exclude Cyber
risk or at least reduce my Sub-Limit of Liability for the coverage under one of the
policies?
Allan Answers: It is my view that the Sub-Limits available are typically low under both
Management Liability and Cyber policies at the present time. Steve and I suspect
that as this becomes a more mature product and insurers have better statistics on
frequency and the size of losses they will increase the limits. In the meantime, we
have elected to retain the full limit under both LMI’s Management Liability Policy and
our Cyber Policy so that we have in effect the combined limits should we need to
call on the coverage. The benefit of this approach is far greater in our opinion for our
particular circumstance than any saving in premium we may achieve.
It is our recommendation that you at least consider this approach and look at what the
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[40] Attributed by: John J. B. Morgan and T. Webb Ewing (2005). Making the Most of Your Life.
Kessinger Publishing, LLC, London, p.75.

savings in premium are compared to the very real risk that cyber risk poses.
Question 3: Can I obtain protection when my information is stored in the cloud and
may well not be stored in the businesses country of operation
Steve Answers: You need to check the jurisdiction clause of the policy you have or
are considering. Some policies certainly do provide world-wide cover and as cloud
computing becomes the norm, we will no doubt see the cover becoming the norm as
well. Your broker, A.I.S Insurance Brokers can provide advice of what is available
and where.

5.2 Conclusion
The take away points about Cyber Insurance that this Guide
has covered are:
• Cyber risk is real and the likelihood of a cyber-attack is
relatively high;
•

There are a great many ways that an organisation can
be vulnerable;

•

As the world is increasingly interconnected, we all share the responsibility of
securing cyberspace. We cannot leave it to the experts, or insurance, alone;

•

The insurance industry has responded to the risk by offering a relatively new
policy coverage which can offer protection for both first party and third party
losses;

•

Some risks may be able to be insured, but others are uninsurable;

•

The coverages and conditions on offer by the policies available in the
Australian and New Zealand markets differ widely as does the language used
in the policies.

•

A.I.S Insurance Brokers is trained to provide trusted advice on Cyber
Insurance and other classes of general insurance to protect your business;

•

Insurance Premiums are not the total cost of risk, premiums are the price of
transferring risk to an insurer; and
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•

Should a claim occur, get expert help in preparing your claim and get that
advice early.

We end with our own business mantra: Hope for the best, but plan and insure for
the worst! We have seen too many businesses fail simply relying on hope alone. We
sincerely trust that this Guide helps you in your business and allows you to keep your
hopes and dreams alive.
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Details of the full range LMI Group’s consultative services and
eServices are available via the website
www.LMIGroup.com

Your FEEDBACK is appreciated...
Any comments or suggestions for improvement to this Guide are most
welcome and we invite you to contact the publisher.
Email publisher@mom.com.au
Postal PO Box 2103, Camberwell, Victoria, 3124, Australia
Telephone +61 3 9835 9990
Facsimile +61 3 9885 6996

How to order
This publication and others may be ordered online at
www.LMIGroup.com/Publications
or an order form downloaded from the website.
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